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BBEJAEHUE

B coBpeMeHHOM Mupe TOsBIsSETCS Bce OObllIe OpraHU3alMi, AesITeIbHOCTD
KOTOPBIX TOJIBEpKEHA pa3IMYHbIM pHUCKaM M yrposzam. M3-3a 3TOro BO3pacTaroT
TpeOoBaHMsI K O€30MacHOCTH, HANpaBICHHbIE HAa CHW)KCHHE HE3alIUIIEHHOCTD
npennpustud. Takxke, 4YTOObl MOBBICUTH 3aALIUILIEHHOCTb, B OpPraHMU3ALMIX
UCIOJIb3YIOT KOMIUIEKCHBIN MOJX0]1 K 0€30MacHOCTH. JlaHHBIN M01X0/1 00ObEIUHSET B
cebe pa3ianuHble cepbl, KOTOPbIE TOMOTAIOT 3aIIUTUTh MPEANPUITHE OT PA3IUYHOTO
BUJA yrpo3. B cBsi3u ¢ 3THM, oOecriedeHre KOMIIJIEKCHOW 0€30I1acCHOCTH puoOpeTaeT
BCe OOJBIIYIO aKTyallbHOCTb.

OOBeKTOM HcciIeIoBaHus TEKyIled KypcoBON pabOThl SIBISETCS OpraHu3alus
000 «TUIIAPT». IlpenmeTroMm wucCCleIOBaHUS KYpCOBOM pabOThl SIBIAETCA
CYIIIHOCTb, OLIEHKA U yNPaBICHUS KOMIUIEKCHOI 0€30MacHOCTH IPEIPUSITHS.

B xonme HammcaHus KypcoBOM paOOThl OyAyT HCHOJIb30BAaTbCS METObI

Kypcopas OTSTIOR KFToY !

pPBITbIE HUCTOYHUKHU CIIPaBOYHO-aHAIMTUYECKAs] CHCTEMA 110 KOMIIAHHUSIM
cigypcoBasipaboTa.pd
.

[eTib0 KypcoBoil paOOThI SIBIASIETCS CO3JaHUE M YINPABJICHUE KOMILUIEKCHOM
cucTeMoil  oOecriedyeHus:  0€30MacHOCTH  MOpennpusitus.  YTtoObl  JOCTHYb
MOCTABJICHHYIO 1I€JIb HYKHO BBIIIOJIHUTH CIEAYIOIINE 3aJauHn:

e [IpoBectu uccneaoBaHus MPEAMETHOMN 001acTH;

e [IpoBecTu aHanu3 napameTpoB OE30NACHOCTH;

e PazpabGorath cuctemy Mep MNPOTHBOJEWUCTBHS pUCKAM, OMACHOCTSAM U
yrpo3am.

Ho cnauana ciemyer paccMOTpeTh 0000IIEHHYIO XapaKTEPUCTUKY TIPEIMETHON

00J1acTH KOMIIJIEKCHOM 0€301acCHOCTH OpTraHU3alliH.



1. ACCJEJOBATEJIbCKHUM PA3JIEJ

1.1 OO0Oo0meHHas XapAKTEPUCTUKA MPEAMETHON 00J1aCTH —

KOMILJICKCHOM 0€30IacHOCTH NpeAnpusiTHs.

JIns u3ydeHus MNOpeIMETHOM o00JacTd, HYKHO OINpeeIuTh, 4YTO TaKOE
KOMIUIEKCHast Oe3omacHocTh. 30ToB W.B. ompenenser moHsATHE KOMIUIEKCHOM
0€30MacHOCTH KaK COCTOSIHME 3allUIIEHHOCTH 00pa30BaTeIbHONW OpraHu3aliu OT
pealbHbIX U MPOTHO3UPYEMBIX YIrpo3 COIUATIBLHOIO, TEXHOTEHHOTO M MPUPOIHOTO
Xxapaktepa, oOecreuuBatoniee ee Oe3omnacHoe (YHKUMOHHUPOBAHUE, KOTOPOE
JIOCTUTAETCSl MYTEM pealu3ali CIeNHAIbHO pPa3padOTaHHON CHUCTEMBI MEp U
MEpPONPUSATUNA  MPABOBOTO, OPraHU3allMOHHOTO, TEXHUYECKOro,  KaJpoBOTO,
¢bunancoBoro xapaktepa [1.1]. Taxxe BBoauT cBoe ompexaeineHue B.B.Memikos
paccMaTpuBasi ~ CHUCTEMY  KOMIUIEKCHOW  O€30MacHOCTM  KaK  COBOKYITHOCTb

KypcoBaspatoTa mom Koyt

UJIOBBIX MEp, METOJIOB M CPEJICTB, HAMPaBJICHHBIX Ha obectieueHrue 0€30macHOCTH
npen yP@O Ba ﬂ{wp,a@@ﬁra( p¢Hoﬁ CUCTEMOM
Oe30macHOCTH MNPEANPUSATUS TIOHUMAET CII0XKHYIO, MHOI‘:) OMIIOFEHTHYIO 00JacTh
npo¢eCCUOHATILHON NIeSITEIIbHOCTH, 1IEIbI0 KOTOPOH SIBISIETCS 3allldTa MPEINPUITHUS
B II€JIOM, @ TaK)X€ OTACJIbHBIX HANPaBJICHUW €ro JNESITEJIbHOCTH OT PUCKOB U YIpo3,
IIPOUCTEKAIOUINX KaK M3 MPUPOJbl caMoro OW3Heca, TaK U U3 KOHKPETHBIX YCIOBHM
(MHAHCOBO-XO3SIICTBEHHOM aKTUBHOCTU MPEANPUSITHUS, ICTOYHUKOM BO3HUKHOBEHUS
KOTOPBIX CIIy>KAaT BHyTPEHHUE U BHEIIHUE TpoTrBOpeuns [1.3].

N3yunB Bce BBIICNIEPEUUCIECHHBIE OMNpEASICHUs, MOXXHO TOHSATh, YTO
KOMITJIEKCHasE ~ 0€30MacHOCTh  COCTOMT W3  JKOHOMHUYECKOW, (HUHAHCOBOM,
nHQOpMAIIMOHHOW,  KaApOBOM,  (QHU3WYECKOM W  HMHXKEHEPHO-TEXHUUYECKOM
oe3onacHocTel. Onpeaenum, 4To 03HaYaeT Kaxaas 0€301acHOCTb.

«IKOHOMHUYECKass 0e30MacHOCTh — ATO COCTOSIHME BCEX BHUJOB PECYPCOB,
obecrnieunBaroIiee adpexTrBHOE UX  HCMOJIb30BAaHUE u CTaOMIBLHOE

q)YHKL[I/IOHI/IpOBaHI/IC A1 JUHAMAYHOTO HAYYHO-TCXHHUYCCKOIro M COLOUAJIBHOI'O



Pa3BUTHSl OpTaHM3AlMd M JIOCTIDKCHHS CTpaTermueckux Iesneil. DddekTuBHOe
UCIIOJIb30BAaHUE PECYPCOB MpPEANoaraeT noiydyeHue 3Q¢exra, KOTOpbIid MO3BOJISET
MOKPBITH 3aTPaThl MPEANPHUATHAS HA UX TPHOOPETCHHUE W MCIIOIb30BaHUE U TIOTYYHTh
BBITOJIy B JICHS)KHOM, MaTeprualibHON Uik nHOU popme.» [1.4]

«DuHaHCcOBast 0€30MACHOCTh OTPaXKaeT COCTOSIHUE (DUHAHCOBOM CHUCTEMBI
OpraHu3allii, TpPU KOTOPOM YIpO3bl HaHeCeHUs yiepba ero akTuBawm,
0o0ecreyrBaIIMM YCTOMYMBOCTh OpraHU3alluu, OJaronpusTHBIC YCIOBUS BEIICHHS
Ou3Heca, a TakXe MpaBa COOCTBEHHOCTH Ha HErO, CBEACHBI K ONpEACTICHHOMY
MprueMIIEMOMY YPOBHIO.» [1.5]

«ndopmanonnass 0€30MacHOCTh — OTO BCE AaCHEKThl, CBSA3aHHBIE C
OTpeneNeHrueM,  JOCTIDKCHHEM  H  MOJJIepKaHueM  KOH(UICHIIUATHLHOCTH,
IEJTOCTHOCTH, JOCTYIHOCTH, HEOTKa3yeMOCTH, MOJOTYETHOCTH, AyTEHTUYHOCTH H
JIOCTOBEPHOCTH MH(OPMAIIMK WIH CPENICTB €€ 00paboTKu.» [1.6]

«I/IH)KGHepHO-TeXHI/ILIeCKaSI 6§0H3CHOCTB — 9TO COCTOJHHC BaHlHIHeHHOETI/I,
nu
n

KypcoBas-pabora-rom-Kiaon
€€ MaTepHalbHBIX M HEMAaTEePHANbHBIX L3KTUBOB OT CTUXWIUHBIX O€JCTBHIA,
kW PRCOBIIPA QTR A0 Phor v
HEIPAaBOMEPHBIX ACHCTBUI NEPCOHANIA U KIIMEHTOB Opranu3auun.» [1.7]

«®usnueckoil 0€30MacHOCTBIO OpPraHM3aldyd MOHUMAIT COBOKYIHOCTH
IPABOBBIX HOPM, OPraHU3alMOHHBIX MEpP M HHKEHEPHO-TEXHUYECKHUX pEIIeHUH,
HAIPaBJICHHBIX HA 3aIUTY BaXXHBIX MHTEPECOB M PECYPCOB MpeaNpusiTUs (0OBEKTA)
OT YIpO3 3JIOYMBIIIJIEHHBIX MPOTHUBOMPABHBIX JACHCTBUN  (DU3UYECKUX  JIMII
(HapymuTenen Uiy 3JI0yMBIIUICHHUKOB).» [1.8]

«KagpoBasg 0e30macHOCTh — 3TO COCTOSIHHE 3alUIIEHHOCTH COLMAJIBHO-
TPYJIOBOM cdepsl opraHu3alMHU, KOTOpoe OOeCleuynmBaeTcs 3a CUeT CBEACHHUS K
MUHUMYMY BCE€X HETraTUBHBIX BO3JCHCTBUU HA COTPYAHUKOB OpPraHU3ALMH H
NpUHOCAIIEH yIIepO NeITeTbHOCTH COOCTBEHHOTO repcoHaa.» [1.9]

KommiekcHast 6€30macHOCTb MPEANPUITHS SBISIETCS OObEAMHEHUEM BCEX

BBIIICTICPEYUCIICHHBIX MOHATHH. OHa TO3BOJIAET CKOHIEHTPUPOBATH paloTy,

CBA3aHHYIO C 6630HaCHOCTLI-O, B OJHOM MCCTC. B ee q)YHKHI/IH BXOOUT OIIPCACIICHUC



peanbHbIX M NPOTHO3HPYEMBIX BHEIIHMX W BHYTPEHHUX YIpPO3 COLMAJIBHOIO,
UH(OPMAIIMOHHOTO, SKOHOMUYECKOTO M MPHUPOJHOTO XapakTepa, 00ecleynuBarolee

6e3omacHoe (PYHKIIMOHUPOBAHUE TIPESATIPUSITHA.

1.2 Xapakrepucruka o0bekrTa ucciaenosanusa Q00
«TUJIAPT» 1 aHa/ 143 OCHOBHBIX MOKAa3aTeJIeH

(pyHKUMOHUPOBAHUSA.

OOBEKTOM HCCIIeOBAaHUSI JAaHHOM KYpCOBOUW pabOTHI SIBISETCS OOIECTBO C
OTpaHUYEHHOW OTBEeTCTBEHHOCThIO «TWJIAPT», Haxomsmmecs mo aapecy: T.
Mocksa, yn. Amypckas, a. 3 ctp. 19 nom. 41"

000 «TUJTIAPT» — aT0 nipeanpusiTie, KOTOPOE CO3/1aBAJIOCh JIJisi pa3pabOTKH
U TIPOU3BOJICTBA Kpemexka M PYYHOTO MHCTPYMEHTa U3 Iactuka. OpraHuzanus

ABIKICTCA CIMHCTBCHHBIM ITOCTABIIMKOM HMMCHHTBIX 6peHI[OB B Poccun. Csoro

Kyt B a0 o a o kot
KypCOB{IBEHhe . PP

Pucynok 1.1 — Jlororun 6penna «MHcenT»

[Ipeanpusarue Hayano cBoe pa3Butue B aanekoM 2015 roay. Vike Oonee 7 ner
OopraHm3anusi TNpeAocTaBisieT Ha pbIHOK TOBapel (upm: WhirlPower, Archer,
BlackHorn, Eastman, IlpakTuk, a Takke HHCTPYMEHT JPYTUX POCCUMCKUX
IIPOU3BOIUTEIIEH.

VYupexneno npennpusitus TumkuaeiM Cepreem Bmapumuposuuem 20 mapta
2015 rona c ycraBubiM kanutaioMm 100 000 py6neit. B xone cBoero pazsutust OO0
«TUJIAPT» cMorno mnoBbicuTh ycTaBHOM Kamutan g0 1500000 pyOnei, mis
MOBBIIIEHUSI YPOBHSA JIOBEpUsl Apyrux mnpeanpustuii. Ho B xome yBenwdeHwus,
N00ABUIINCh HOBBIE COBIAACNbIBI Takue Kak: Tumkud Bukrtop BrnagumupoBuu u
JlaitkoB Anexcannp HukomnaeBuu.

OpI‘ﬁHPB&HHiI, B XO0J€ cBOEH Hpe,ZIHpI/IHHMaTGJIBCKOﬁ ACATCIbHOCTH, PCIIAacT



npo0IeMbl, CBSI3aHHBIE peau3aleil CBOUX MPOIYKTOB. M3 3TOr0 MOXKHO BBIACIUTH
OCHOBHBIC HAIPABJICHUS: OINTOBAas TOPTOBJISA OBITOBHIMU TOBapaMmu, JEATEIbHOCTH
areHTOB IO TOPrOBJI€ YHUBEPCAIbHBIM aCCOPTUMEHTOM TOBApOB, PO3HUYHAS
TOProOBJII BHE MAara3uHOB, PO3HMYHAs TOPIOBISI Mpu nomowu cetu HMHTepher,
JEeSATENBHOCTD 10 CKIAAUPOBAHUIO U XPAHEHUIO MPOITYKIIHH.

OCHOBHOI 11€JIbI0 KOMITAHUH SIBJISIETCS TIOJTyYeHHE TPUOBLUIN, 32 CUET Pa3BUTHS
PO3HMYHOW W ONTOBOM TOPrOBJIM, KaK MNpH TMOMOIIU ceTH MHTepHeT, Tak u Mo
TPaJUIIMOHHBIM KaHajlaM COBITA.

OpranuzanuonHas crpykrypa npeanpusituss OO0 «TUJIAPT» npencraBiena
B IIPUJIOKEHUU A.

OCHOBHBIM OHM3HEC-TIPOIIECCOM  SIBIIICTCS OINTOBas TOPTOBJIS OBITOBHIMHU
ToBapamu. OH 0TOOpaXeH B MPHIIOKEHUHU B IPUIIOKEHHUH b.

Takxe, paccMOTpUM JBa COIYTCTBYIOIIMX OHW3HEC-Mpoliecca PO3HUYHAS

TOProBis OpU Mnomowmu cetu WHIepHeT, a Takke CKIAAUPOBAaHUE U xpaHe'HI/Ie
u

Kypeopas-pabeta:noa Ky

B ocHoBHOM  Ou3sHec-mporuecce JeyeT  pacCMOTRETh  KaJpOBYIO,
Y RCOBIAAPADOTR D T s e
Ou3Hec-mpolecca MEHEKepbl KOMIIAHUM B3aUMOJCHCTBYIOT C JJAHHBIMHU KJIMEHTOB.
Tax naHHBIE 0 3aKa3e MOTYT OBITh CIIy4aifHO YTEpsIHbI MM MOXUILIEHBI, IPU TOMOIIHN
COBPEMEHHBIX CpPEJCTB, KOHKYPEHTaMH, a CJIEJICTBHEM CTaHET HEJOIO0NyueHHE
NpuObUIH U MOTEPs KIMEHTA.

B OusHec-npouecce «po3HMYHAs TOProwiisd Npu nomomu cetd HMHTepHET»
TaKXKe CIeAyeT pPAacCMOTPEeTh HH()OPMAIMOHHYIO, 3KOHOMHUYECKYIO M KaJpOBYIO
Oe3zonacHoCTh. B X0oz1e AaHHOrO Impouecca NpoaAyKLUs MEPEXOIUT Yyepe3 MHOKECTBO
0T1es0B KoMnanuu. Hauunas ¢ nepBoro sramna, KOTOpbIH CBA3aH ¢ HHOOPMALIMOHHON
CUCTEMOM, pacIoJOKEHHON Ha padoyeM MecTe COTpyAHHMKA. ECTh BepoOsTHOCTH
OLIMOOYHBIX ACUCTBUM, B pe3yibTaTe 4ero, JaHHbIE HA KOMIIBIOTEPE MOTYT OBIThH
CTepPTHl WU TOXHUIIEHbl. JTO MOXET CTaThb OJHOM W3 NPUYMH HOTEPU HHUCTOU

npUOBLIH.

A B 6H3H€C-Hp0H€CC€ «CKJIIAAUPOBAHUC MW XPAHCHUC IIPOAYKIHH», CTOUT



paccMoTpeTh

UH(OPMAITMOHHYIO,

WHKEHEPHO-TEXHUYECKYI0, (UHAHCOBYIO W

KaJIpoByI0 Oe3omacHOCTH. B pesynbraTe B3aMMOJEHCTBHS C 3aKa3aMH Ha CKIaJe,

MOXKCT BO3HHKHYTb PHUCK PaACXOXKACHUA PCaIbHOI0 KOJIHUYCCTBA W OCTATKOB B

HH(l)OpMaHI/IOHHOﬁ CHCTCMC. HpI/I‘II/IHOﬁ JaHHOI'O PHUCKAa MOXKCT ABJIATHCA XHUIICHHC

WJIM 110PpYa NpOAYKIHH Ha CKIIaAC, a TAKKC IIPOHUKHOBCHUC TPCTHUX JIMII.

Tak kak ACATCIIbHOCTL OpPraHu3alvi OCYIICCTBIIACTCA Ooiiee TpEX JECT, TO

MO>KHO PacCMOTpPETh MoKa3areiau (YHKIMOHUPOBAHUS MPEANPUITHS, B3SITHIX U3

cuctembl CITAPK. /lannsie pe3ynbTaTsl npeacTaBieHbl B Tadmumie 1.1.

Tabauya 1.1 — Ioxkazamenu ¢hyHKYUOHUPOBAHUSL NPEONPUSIMUSL

I\ \ A
CC%I Cb Ha JaHHBIC U3

il L

u
KazaTtene (yHKIMOHMPOBAHUS MPEAIPUITHS

ITokazarenu 2019 rox 2020 ron 2021 rox

YucneHHoCTh 9 8

MIePCOHAJIA, YEJIIOBEK

Beipyuka, pyosei 350 030 000 319939 000 366 379 000

[TpuObLTE, pyOIICH 21 627 000 7 905 000 21 702 00

Kpenuropckas 404 535 444 409 363 435

3a/10JDKCHHOCTb,

pyoiIei

O0QopoTHBle _akTuBbI, | 472 005 488 777 399 865 '

KyBEGSad Nabotg noa Koy

eouTOpCcKas 81 1 g4" " U [1252760 4 T T

3aJI0JKEHHOCTb,

pyondii\ I\ 1Y

MOXHO 3aMeTuTh mpocaiaky B 2020 roay, xkoropas csizana ¢ COVID-19. Ho B

ClIcAyromceM roay opranusanusda CMOrijia BCPHYTb, U OAXKC, OICPCAUTL PC3YJIbTAThbI

2019 roma. M3 »TOro MOXKHO cCIeaTh BBIBOJ O CTAOWIBHOCTH JIE€ATEIHLHOCTH

IPEANPUATHUSA.

1.3 Onucanue BHeNIHEH U BHYTPEHHEH Cpe/bl

¢pyHkuuonnposanus oobexkra ucciaegopanusa OO0 «TUHITAPT».

PI/ICKH, OIMAaCHOCTHU U YI'PO3bI B A€ATCJIBbHOCTH NPCAIIPUATHI.

Crnemyetr OTMETUTD, UTO cpena GyHKIMOHUPOBAHUS MPEATPUSITHS Pa3aeisieTCs

Ha BHYTPEHHIOIO W

BHeHHIO0.  Omp

BBIIICTICPCUMNCIICHHBIX CPC.

Buemnsass cpena  nmpennpusitus

eIeNINM,

qTo

O3HAYaeT Kakias

us3

9TO COBOKYIIHOCTb 3KOHOMHUYCCKHUX,



MNOJIMTUYECKUX, [PABOBBIX, HAYYHBIX M TEXHHYECKUX, KOMMYHHKAIIMOHHBIX,
MPUPOJIHO-TEOTrpadUUECKUX U JAPYTUX YCIOBUUA M (PAKTOPOB, KOTOPHIE OKAa3bIBAIOT
npsIMO€ WM KOCBEHHOE BO3JIEUCTBUE HA JAESATEIBHOCTh MPEINPUHUMATEIHCKOTO
npeanpustusa [1.10]. Ha pucynke 1.2 mnpencraBinena BHemHsisi cpexa OOO

«THUITAPT».

IMPABWJIA

Yenosua 3aKoHOAATeNbCTBO rocr

MapKeTnAencos

whinl T 1POG> N

_ 2CTOM
el i CEnT o

© Eastman’ XY
MWK 1 £

KypcoBaa pmbuTdlmea kntoy!

EEEEE [ Horw]

MOCTABIIUKH
I9LHAdAMHON

PO3HMYHbIE
nokynatenu MapreTnneicsl Mara3uHbl

KYRCORAFREDNTAPR.~

BHyTpeHHss cpefa npequpusITHs — COBOKYITHOCTb MPOIIECCOB, B PE3YJIbTaTe
KOTOPBIX OpTraHu3alys MpeodpasyeT UMEIOIINECs PECYPChl B TOBAphI, IIpearacMble

peiaky [1.11]. Jannas cpega migs OO0 «TUJIAPT» uzobpaxkena Ha pucynke 1.3.
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Pucynok 1.3 — Buyrpennsisi cpena pynkunonnposanusa OO0 «TUJIAPT

Hcxons u3 BBISABICHHBIX (PAKTOPOB, MOKHO BBIMONMHUTE SWOT-ananmu3 s

ONpeJeNeHUs] PUCKOB, OMACHOCTEW M yrpo3. B pesynbpTaTe aHaiv3za MNONTYYUIH

Kypeapas-pa®oTa noa Kry!

Tabauya 1.2 — SWOT-ananus

Xopolee 3HaHWE PHIHKA,
Bosbiioe KoauMuecTBo KaHaIOB cObITa
SBisieTcst eTMHCTBEHHBIM IIPEICTaBUTENIEM
U3BECTHBIX 3apyOEKHBIX OPEH/IOB,
bonpuioi acCOPTUMEHT TOBAPOB,
KoHKypeHTHas 11eHa

pa3paboToK,
Hebonbmas 3apaboTHas miata,
@uUpPMEHHBIN CTHIIb,

V3Kkas crenuaabHOCTb,

ToBapsl u3-3a pyoexa

ITosiBIEHNE HOBBIX TEXHOJIOTHH,
YBenuveHue pekiiamMmbl Ha HEJIEBYIO
ayIUTOPHIO,

H3ydyenne cMeXHBIX CETMEHTOB,
[TosiBIeHHE HOBBIX TOBAPOB

Bo3mMoxHOCTH: YTpo3sI:
Bo03M0XXHOCTh OCBOEHUSI ITPOJIaXK HA HOBBIX VYBenuueHue Koau4ecTBa KOHKYPEHTOB,
MapKeTIUIencax, [lepexon coTpyTHUKOB B (PUPMBI KOHKYPEHTOB,

[losiBiIeHHE TPOYKTOB-3aMEHUTEINEM,
Hogeie TamosxeHHBIE Oapbephl,

HoBble 3aK0HOIaTENBHBIE AKTHI,
H3mMeHeHne KypCcOB MHOCTPAHHBIX BaJIIOT

Ilo pesynbratam nposenennss SWOT-ananu3a Bocco3naiuM MaTpUILy PUCKOB.

Martpuiia BBICTpaWBaeTCsl IO CTENEHU yliepda U BEPOSTHOCTH BO3HUKHOBEHHUSI.

PesynbTaT npeacrasieH Ha pucyHke 1.4.




Kpuregeckan (Oomee 3 5 10 15
MIELR.)
Ouenr EBeIcOKag (1,5 4 8 12
=
Q| MR -3 umEp)
E Bricokas (500Tp. - 1,5 3 6 9
| wme)
= Cpegman  (100Tp - 2 4 6 8 10 |
E 500T.p.)
O |Hmwsxa (Gorp. - 1 2 3 4 5
1001.p.)
0-20% 21-40% 41-60% 61-80% | 81-100%
BEPOHTHOCTL BO3HHKHOBE¢HHHA

Pucynok 1.4 — MaTpuua puckoB

Taxxe 3amogHuUM TabNIMIly, COAEpXAIIlyl0: WHGOPMAIMI0O O THUIIE PHCKA,

BEPOSITHOCTU €r0 BO3HUKHOBEHHUS, CTOMMOCTHU yliepOa u ypoBHE pucka. Pe3ymnbrar

oToOpaxeH B Tabmure 1.3.

b pufka

VBen u ~ 6 00 4
KOHHKyp(JQBa; pa5 O Ta n p )
KOHKYPEHTOB BHEIIIHUX

cOOBITHI
[lepexon Pucku 35% 1 mMaH.p. 6
COTPYIIHUKOB B nepcoHana
bupmbl
KOHKYPEHTOB
[losiBnenue Crparernueckue 30% 1,3 miuH.p. 6
MPOIYKTOB- pUCKHU
3aMEHUTENEH
HoBelie [IpaBoBo¥ prck 25% 200 T.p. 4
TaMOXXCHHBIE
Oapbephl
Hogeie IIpaBoBoii puck 10% 100 1.p. 2
3aKOHO/1aTEIbHbI
€ aKTbI
N3menenue PuUHaHCOBBII 65% 500 T.p 8
KypCOB pHCK
MHOCTPaHHbIX
BAJIIOT

ITo pesynbratam SWOT-aHanmn3a MOXHO CKa3aThb, YTO NPEANPUATHE HMEET

MHOKXCCTBO CHJIBHBIX CTOPOH,

KOTOpPBIE BBIJAEISIIOT OpraHu3anuio Ha (QoHE



KOHKYPEHTOB. OTH IPEUMYIIECTBA NPEIOCTABIAIOT HAIIEMY NPEINPUATUIO HOBBIE
BO3MOXHOCTH, KOTOpPbIE CITIOCOOHBI YCHIIMTh MO3ULIMK Ha peiHKe. Ho, Kak u y i1000i
KOMIIAaHUH, Y HEE €CTb CBOM HEAOCTATKU. JlaHHBIX HENOCTATKU CTAaBAT IOJ yIrpo3y
NESTENBHOCTh OpPraHu3allii, HO He BCe M3 HUX (hUpMa MOXKET KOHTpojupoBarh. K
HUM OTHOCSTCS IOJUTUYECKUE PUCKH, HO JAXEe C HUMU, NPEINPUATHE ITPOJOIKAET

YCIICIIHO Pa3BUBATHCA.

1.4 CoBpeMeHHasi HOpMATUBHO-NIPaBOBas 0a3a

(PYHKUMOHUPOBAHUS KOMILIEKCHOM 0€30MAaCHOCTH NMpeaNpPUATHS.

Jns  obecneyeHuss >(PGEKTUBHOM KOMILJIEKCHOM O€30MacHOCTH, CIIeTyeT
pazo0paTh HOPMATUBHO-TIPABOBHIC JOKYMEHTHI HAIIero rocyaapctsa. CoBpeMeHHas
HOpPMAaTHUBHO-TIpaBOBasi  0a3za, peryiupymromas KOMIUIEKCHYI0  0€30macHOCTb

(GyHKUMOHUPOBAHUS PEANPUATUS NIpeAcTaBieHa B Tabnuue 1.4.
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@knmg kjomitfertrol geBofathodrir
0C30IMaCHOCTH» | Y CTaHABJIMBACT MPABOBbIE OCHOBBI 00CCIICUCHHS
1.12] ) oe CHOCTH JINYHOCTHU oOmecTBa u

KYPCOBaAP eyt gl acms” e

yp e30flacifoct # ed - (QYHKIMOHUPOBAHHME U
MOMHMO BCE TPOYETO OCYMISCTBISICT HAI30p 3a
3aKOHHOCTBIO UX JIEHCTBUH.

['paxnanckuii KOJIEKC Poccuiickoii | ChopmynupoBaHsl oOmme IPUHLIUIIBI

®enepanuu [1.13] BO3MEILIEHUS Bpena MIOCTPA/IaBIIEMY
IPUYMHUTENIEM Bpeaa.

Tpynosoit konekc Poccuiickoit @enepanuu | B Hem chopMyIIUPOBAHbI TpeOoBaHUS

[1.14] K oOecriedeHHI0 ~ 0e30MacHOCTH  PabOTHHKOB
BO BpeMsI HCIOJIHEHHS HMMH CBOMX TPYIOBBIX
00s13aHHOCTEH.

OenepanbHblii  3ak0H  «O TEXHHUYECKOM | YCTaHaBIMBAET TIPUHIIMIIBI TEXHUYECKOTO

perynupoBanum» [1.15] peryaupoBaHus Ha OCHOBE TpeOoBaHU

TEXHUYECKUX  PErjJaMEeHTOB IO 00eCHEeUeHHIO
Oe3omacHOCTH € y4éTOM  CTENEHH  pHCKa,
OPUHIUIOB U (OPMBI  COOTBETCTBUS ~ ITHM

TpeOOBAHUSIM.
Konexce Poccuiickoi Oenepanun | B HEM chopMyITUpOBaHBI TpeOOBaHUS
00 aIMIUHHUCTPATHBHBIX TPABOHAPYIICHUSX | K JOJKHOCTHBIM JTUIaM 0 COOJTIOICHUTO
(KoAIl) [1.16] 3aKOHOJIaTEIhCTBA 00 obecrieueHUH
0€30IaCHOCTH MPETPHUSITHSL.
VYronoBHBIM KOJIEKC Poccuiickoii | B kogekce chopMyITUPOBaHBI OCHOBHBIE
Oenepanuu [1.17] MOJIOKEHUsI 00 YrOJIOBHOW  OTBETCTBEHHOCTH

3a HapylleHue TpeOoBaHMI 0e30macHOCTH Ha
MPEANPUITUH.




O®enepanbubii 3akoH  "O  cnenuangbHOMN
oneHke ycinouil Tpyaa" ot 28.12.2013 N
426-d3 [1.18]

Hacrosmui 3aK0oH yCTaHAaBIMBAECT IIPAaBOBbIE U
OpraHU3alMOHHbIE OCHOBBI u MIOPSII0K
[IPOBEACHUS  CIELUAJIbHOM OLEHKU  YCIOBUH
TpyZa, ONpeNesieT MPaBOBOE MOJIO0XKEHHUE, NIPaBa,
0053aHHOCTH U OTBETCTBEHHOCTh YYaCTHHKOB
CIEUAIILHON OLIEHKH YCIOBUH Tpya.

®DenepanbHbIi 3aKOH Poccuiickoit
®denepaunun 0 3alIuTe MEePCOHAITBHBIX
maHHbelX oT 27 mronga 2006 roma Nel52-®3
[1.19]

I'maBHOM 3amadeil 3aKoHa SIBIIIETCS OOECIICUCHHUE
3aIIUTHI TIPaB M CBOOOJ Y€JIOBEKa M TpaKJaHWHA
npu 00paboOTKe €ro MEepPCOHANbHBIX TaHHBIX, B
TOM YHCJIE 3alIUTHI TPaB HA HETPUKOCHOBEHHOCTD
YaCTHOM KU3HHU, JIMYHYIO U CEMEHHYIO TalHY.

®denepanbHblii 3akoH OT 21 nexabpst 1994 r.
N 69-®3 "O mnoxapHoit Oe3omacHOCTH"
[1.20]

KypcoBaspal

B wem omnpenmenstorcss  oOmue  MpaBOBEIE,
DKOHOMHUYECKHE U COLHUAIbHBIE  OCHOBBI
obecrieueHnss  TOXXKapHOW  Oe30macHOCTH B
Poccuiickoit denepanuu, peryaupyromue B 3T01
obnactu OTHOLICHHUS MEXJay  OpraHamu
roCy/lapCTBEHHON BJIAacTH, OpPraHAMH MECTHOTO

CaMOYyIpaBJICHUS, 00I111eCTBEHHBIMU
00BeAMHEHUSAMH, IOpUIMYECKUMH  JIULIAMH,
JOJDKHOCTHBIMHU  JIMDAMH, TIpaXKJaHaMH, B TOM
quCIie u WHJUBUTy aIbHBIMU
NpEeaIPUHUMATEIIIMH.

nim
NMOTCHIUAJIbHYIO KOMMCPYCCKYIO ICHHOCTDh B
CHJIY HCU3BCCTHOCTH €€ TPCTHUM JIMIIAM.

[1.21]

Qenepanpablii  3akoH  "OO0  wmHbopmammu, | Janueiii @3 perymupyer — OTHOUICHHS,
UH(QOPMALMOHHBIX TEXHOJOTMAX M O 3alIUTE | BO3HUKAIONIUE MPHU: OCYILECTBICHUH MpaBa Ha
uapopmarmu”" ot 27 wmrons 2006 N 149-D3 | mowuck, moiydeHue, rnepeaady, Ipou3BOACTBO U

pacrpocTpaHeHne HH(OpMaIK; NPUMEHEHUU
WH(POPMALMOHHBIX TEXHOJOTHH; 00ecTieYeHnn
3aLIUTHI HH(OPMALIHH.

B namewm rocynapctse nmpopabotan 0azuc (pyHKIHOHHUPOBAHUS KOMIUIEKCHOU

oe3omacHocTd, B ToM uncie u Ha npeanpustuu OO0 « TUJIAPT». Ouu ucnomib3yror

JAHHYIO  HOPMATHBHO-TIPaBOBYIO  0a3y IS  pELICHUs]  OMEPAMOHHBIX U

CTPATCTUUCCKHUX 3aaa4.



2. AHAJIMTUYECKHNH PA3JIEJIL.

2.1 Amnajau3 mapamMeTpoB IKOHOMHUYeCKO# 0e3onmacHocTn OO0

«TNJIAPT».

B coBpemMeHHOM MHpe, TPHUCYTCTBYET MHOMXECTBO HECOBEPIICHCTB
3aKOHOJIATENhCTBA M pa3BUTas KOHKypeHTHass Oopbba. WM mus  ycroitumBoii
NESTENbHOCTH  MPENNpHUSATHS  HEOOXOAMMO  BBICTPAMBATh  YKOHOMHMYECKYIO
0€30MaCHOCTh OpraHu3alliK, KOTOpas IMO3BOJIUT YMEHBIIUTh HETAaTUBHOE BIIUSHUE
BHEIIIHUX U BHYTPEHHUX YIPO3.

[lepBoHauanbHO, HY)KHO OILICHUTh YPOBEHb AKOHOMHUYECKON 0€30MacHOCTH
000 «TUJTAPT», uzyuuB (hakTopbl, KOTOPBIC BIUSIOT Ha 0€30MaCHOCTD.

[Toxg dakropaMu SKOHOMHUYECKONW O€30MaCHOCTH MPEANPUITHS TTOHUMAIO
KOMILIEKC OKPY’KAIOUIUX YCIOBUM, BO3JCHCTBYIOMIMX HA MapaMeTphbl 0€30MacHOCTH

Kypcosas pabora-rmonrkroyh

JeOHUE W3 KOTOPBIX  MOXHO  pa3feinuTh "HAa' TpU  HOATPYIIIIBL:

= gypecoBanpadoTa.pd
M#kposkonomuueckne. Ha npennpusarun OOO *«TUAAPT» x Takum

OTHOCATCA: CTaAMsl pPa3BUTHUs CTPaHbl, YPOBEHb WHQIALUMHU, TMOKYIATEIbCKAs
CIIOCOOHOCTh HAcCeJIeHUsl, COCTOSHUE (PMHAHCOBOW CHUCTEMBI M TOCYJapCTBEHHAs
IIOJINTHKA.

Ppinounbie. B oprammszammun OOO «THUJIAPT» k HMM MOXHO OTHECTH:
OTHOCHTCSI IOTPEOUTENBCKUI M TPOU3BOACTBEHHBIN CIPOC, YPOBEHb IIEH HA ChIPbHE,
JUHAMHKAa KOHKYPEHUMH B PpETHOHE W OTpaciv, MOBEAEHUE KOHKYPEHTOB,
IUIaTEXKECTIOCOOHOCTh KOHTPAreHTOB U €MKOCTh PhIHKA.

IIpoune. B wux mnepeyeHb BXOOUT: JeMorpaduueckue TEHICHIMH,
KPUMUHOTI'€HHas OOCTaHOBKA M MPUPOJHO-KIMMATH4YEeCKUE (DaKTOphl B PETHOHE
NEeSTENTHHOCTH (PUPMBI.

BuyTpeHHux (akTopsl 3KOHOMHUYECKOM O€30MacCHOCTH MOXKHO pa3/IeIuTh Ha

CICAYIOOIUEC I'pYIIIbI: (bl/IHaHCOBBIe, 9KOJIOTUYCCKUC, IMPOU3BOACTBCHHBIC, KaJPOBLIC



U COBITOBBIE.

Jist Toro, 4ToOBl OLEHUTHh YPOBEHb 3KOHOMHYECKOW Oe3zomacHoctn OOO

«TUJIAPT», paccMOTpUM NpPUBEJECHHBIE OCHOBHBIEC MOKA3aTeNH, XapaKTEPU3YIOIIHE

BBIPYUKY, MPUOBLIb, OOOPOTHBIE CPEICTBA, PACXOJbl. 32 MPEAbIIYIIME TpU TOja,

oToOpaxeHHbIe B Tadmute 2.1.

Tabauya 2.1 — Dkonomuueckue nokasamenu

IloxazaTenn 2019 2020 2021 H3meHneHune mokasareneu, %
2020 k 2019 | 2021 k 2020
Bripyuka, ThIC.py0 350 030 319939 366 739 -8,6 14,52
O6opoTHBIE 421 865 488 777 472 005 15,86 -3,43
aKTHUBEI, ThIC. PYO.
CebecTouMOCTD 306 167 271716 313792 -11,25 15,49
poAaX, ThIC.pyO
BanoBast 43 863 48 223 52 587 9,94 9,05
puOBLTE(yOBITOK),
TBIC.pYO
Kommepueckue 16 716 22 815 22 256 36,49 -2,45
pacXobl, THIC.pyO
[Tpu6bLTE(yOBITOK) 27 147 25408 30331 -0,91 68,81
OT MPOJIAXKH,
i
e pa 184" NF =t 0, 0,68 =
TBIC.pYO _
puGpyrs(Y, :t\ 0@7 H é GT 6 19,65
K%}’P OBadpaooTa,
HaJI0ro00710)KeHUS
, TBIC.pYO
Uucras npuObLIb, 21 627 7904 21702 -63,45 174,57
TBIC.pYO
PenrtabensHOCTD 7,76 7,94 8,28 2,32 4,28
pOAaX, THIC.pyO

B crnenctBun coderanus 3TUX (PaKTOpPOB, MOKHO TMOHATH, YTO MPEANPHUSITHE

Ipoa0JIZKAaCT pPa3BHUBATHLCA, BO3MOKXHO HMCIIOJIB3YSA HOBBLIC KaHaJIbI C6BITa, TaKHC KaK

MapkeTiuieiicel. [Ipocaaka mo BceM nokazatensm npunuiach Ha 2020 roa, cBsi3aHHAs

¢ pacnpoctpanenuem COVID-19. CnenoBarenbHO, BbIpyYKa pacTeT, YBEIUUUBACTCA

BaJioBasi NpUObLIb, a TAKXKE, PACTET YMCTasl IPUOBLIL U PEHTA0EIBHOCTD MPOJAK.

PaccmotpeB otuer o gearenbHoctn npeanpustus OO0 «TUIIAPT» wu3

cuctembl CITAPK, MOXHO OLIEHUTH COCTOSIHUE OpPTaHU3allUM, KaK MOJ0KUTEIBHOE.



2.2 Ananu3 napaMetrpoB puHaHCcOBOI Oe3onmacHocTu OO0

«TUJIAPT».

OmHUM W3 KITIOYEBBIX DJEMEHTOB CHCTEMBl COBPEMEHHOTO YIIpaBJICHUS,
UMEIOIITUM MMPUOPUTETHOE 3HAUCHUE JIJIs1 CETOAHAIIHUX YCIOBUN SKOHOMHUKU Poccun,
SBISICTCSL  yTpaBiieHne (UHAHCOBBIMH peCcypcaMH | JICHS)KHBIMH TTOTOKaMH
KOMIIAaHUU. YTIPABJICHHUE TMPEANPUATHEM HAXOIATCS B TECHOM B3aWMOCBSI3U C €€
0€301aCHOCTHIO, U ocyabiieHue MPaKTUYECKU Tr000H COCTaBJISIOIICH
UHOPACTPYKTYpPhl ~ TPEANPUSTHS  HEMOCPEACTBEHHO  OTpPakaeTcs Ha  €ro
oe3zonmacHocTd. UTOOBI  COXpaHUTh  (UHAHCOBYIO  O€30IMAaCHOCTh,  CIEAYeT
KOHTPOJUPOBATh M 0aJTaHCUPOBATH IOXOJbI U PACXOIbI OPTaHU3AIIH.

UtoObl OIEHUTh (UHAHCOBYIO OE€30MaCHOCTh OOBEKTa, BOCIIOJIb3yeMCS
OCHOBHBIMH TOKazaTelsMH. K TakuM OTHOCAT JMKBHIHOCTh W PEHTA0EIHHOCTD.
IlepeueHp JTaHHBIX MTOKa3aTeIeH MPEACTaBICH B Ta0auIe 2.2, '

KypcoBad pabofa fidn knrou!

auua 2.2 — Qunancoswvie ndxkazamenu

IToxa3zarenu s mokasatenei, %
2021 x 2020
Ko» e 6,09
TEKyILen
JIUKBHTHOCTH
Koadduruent 0,5022 0,5997 0,5848 19,41 -2,48
ObICTpOI
JUKBHJIHOCTH
Koaddumment 0,0467 0,1505 0,1255 222,27 -16,61
a0COJIFOTHOM
JIUKBHTHOCTH
PenrabenpHOCT 0,076 0,0794 0,0828 2,32 428
b IMTPOAAK
PenrabenpHOCT 0,8443 0,1956 0,3881 -76,83 98,42
b COOCTBEHHOI'O
KanuTasa
PenrabennHOCT 0,0372 0,0174 0,0452 -53,23 159,77
b aKTHBOB

CriocoOHOCTh OpraHU3allii BBICBOOOXKIATh JACHEXKHBIC EIUHUIBI W3 HX
XO35IICTBEHHOrO0 000poTa B pasMepe, ONTHUMAJIBHOM Uil (YHKIHMOHHUPOBAHMS
(UMHAHCOBO-XO34MCTBEHHOM  JEATENbHOCTM W TMOTAllleHHI0  00S3aTeNbCTB

ompenensercs JMKBHAHOCTRIO [2.2]. HeobOxommmo paccMOTpeTh  HECKOJBKO



KITFOUEBBIX KOY(PDUIIUEHTOB.

Koaddunment tekymield JTUKBUAHOCTH OAae€T OOIIYH OIEHKY JHMKBUIHOCTH
AKTUBOB TPEANPHUSITHS © OTOOpakaeT, CKOJbKO pyOJell TEeKymux aKTHBOB
OPUXOAUTCS Ha OAMH PyOJb TEKYyHIMX 0053aTenbCcTB. Ecnu Tekylue aKTHBBI
MPEBBIMIAIOT TEKYIIHE 00513aTeIbCTBA, TO QYHKIIMOHUPOBAHUE TPEIMPHUATHS MOKHO
paccMaTpuBaTh Kak ycnemHoe. [lokazarens HaXOAUTCS KaK OTHOIIEHHE O0OOPOTHBIX
aKTMBOB K BEJIMYMHE KPATKOCPOUYHBIX 00s3aTeabcTB. HopmallbHOE 3HaYeHHE
HaxoauTcs B mpenenax ot 1 mo 2. Ha mamewm npeanpustun Ko3hUIMEHT OObIINe

€IUHULIBI.

Koaddunment abcomroTHOW JUKBUIHOCTA  IOKAa3bIBa€T, Kakas 4acTh
KPaTKOCPOUYHBIX 3a€MHBIX 00s3aTEJILCTB MOXKET OBITh MOTalieHa He3aMeIIUTEIbHO.
3HaueHWe TIOKa3aTeNsl OMpECNsAeTCs KaK OTHOIICHUE JEHEKHBIX CpPEICTB U
KpPaTKOCPOUYHBIX (DMHAHCOBBIX BIIOKEHUN K CyMME KPAaTKOCPOYHBIX O0S3aTEIIbCTB.

JCoBES patoTa Ton KTifout”

IUCHT HAa HAIICM WPCAIIPUATHHA HpI/I6J'II/I)K€H K OaH 3HAUYCHUIO.
KYPEOBAAPABOTa:PED: weammms
n
3aKPbITb CBOU KPATKOCPOYHBIC 00s13aTEeNbLCTBA 3a CYET CaMBIX JIMKBUJHBIX aKTHUBOB.
HaXOI[I/ITCSI KakK OTHOLICHHUC BBICOKOJIUMKBUIHBIX AKTHUBOB K TCKYIIUM

oOs3aTenbcTBaM. HopManbsHbIM 3HaueHueM siBisiercs npeaen ot 0,5 no 1. 3Hadenue

JaHHOT'O KOB(b(i)I/IIII/ICHTa Ha MPCANPUATHH BBIIIC ITOPOI0OBOIO.

PentabenpHOCTh OTpakaeT CTEMEeHb MPUOBUIBHOCTH pabOThl KOMIAHHUH.
[IpoBogsaT aHanu3 peHTA0ENbHOCTH IyTEM HCCIIEIOBaHUS YpPOBHEH NPUOBLIH
OPEANPUATHS IO OTHOIIEHUIO K Pa3IMYHBbIM IOKA3aTENsIM JIESITeIbHOCTU (PUPMBI, B

3daBUCUMOCTHU OT UHTCPCCYIOMICTO HAIIPABJICHUA.

Koad¢unuent peHTabenpbHOCTh MPOJaXK MOKA3bIBAET BEJIWYUHY NMPHUOBUIN OT
OpoJax, MOJTYYEHHON mpeanpusTHeM Ha 1 pyOiib peasin30BaHHOW mpoaykuuu. B

OpraHu3alMK TAHHBIN KO3 (GUIIMEHT UMEET TPEHI POCTa.

PentabenbHOCTh COOCTBEHHOI'O KamuTana, 3TO KOA(D@PUIMEHT, KOTOpbIA



MOKAa3bIBAET, HACKOIBKO H(OPEKTUBHO HCHOIB30BAICA COOCTBEHHBIM KamUTal.
JlaHHBIA TIOKA3aTeNlb PACCUMTHIBACTCS KaK OTHOIICHHUE MPUOBLIA K COOCTBEHHOMY
karmmrtany. JlaHabii K03QGUIMEHT YMEHbBIIUI CBoe 3HadueHue Ha 76% B 2020 romy.

Ho co CICAYOIICTo roJga Ha4dajl CHOBa YBCIIMUUBATLCA.

Kosdduiment peHTabelbHOCTH AaKTMBOB OTOOpa)KaeT CKOJIBKO —pyOnei
npuObBUTM  TIOJYyYEeHO Ha OJAMH pyOnb axkTuBOB mnpeanpusitus. llpencrasnser
3¢ (HEeKTUBHOCTh HWCIMOJB30BaHUS HMMYIIECTBA MNpeAnpusatus. Ha mpeamnpustun

JTaHHBINA KO3 PHUIIMEHT Tak)Ke UMEET TPEH]I POCTa.

I[aHHI)IG IIOKa3aTCIn pGHTa6€HBHOCTH XApPAKTCPHU3YIOT CTCIICHb JOXOOHOCTHU U

IpUOBUIBHOCTH MPEATPUSITHSL.

Takum oOpazom, MoxHO caenath BbIBOJ, 4To OO0 «TUJIAPT» umeer
xopoiiee (UHAHCOBOE COCTOSIHME U ycnemHo ¢yHKuuoHupyer. Ho umeer npocaaxy
B 2020 romy, xoropas Obuta cBsizaHa ¢ pacnpoctpanenneM COVID-19 u ero

Kypcosas-padora-foa kot

CHBIICHBI B JaHHBIU I'O

KYRGOBaAPatoTa.nd......

000 «THJIAPT».

B coBpemMenHoMm mupe, 3ammuTa MHQOPMAIIMU 3aHUMAET OJIHY W3 KITHOUEBBIX
3agay npeanpustud. s atoro, B opranuzanuu OO0 «TUJTAPT», noanepkuBaroT
BBICOKMX YypPOBEHb 3alllUThl COCTABISAIOMIMX HH(POPMAIMOHHON O€30MacHOCTH, a
UMEHHO: KOH(UIEHITNATLHOCTb, IIEIOCTHOCTD U JJOCTYITHOCTh MH(GOPMAIIHH.

Jl1st TorO, YTOOBI MPOAaHATU3UPOBATh OCHOBHBIE IMapaMeTpbl HHPOPMAITMOHHOMN
0€30MacCHOCTH OpraHu3alluu, CIEAyeT PAacCMOTPETh OCHOBHBIE YIPO3bI U METOJIbI
60pr0ObI ¢ HUMU B hupme OO0 «TUIIAPT».

Bpenonocnoe mnporpammuoe obOecnedenue. JlaHHbIE MpPOrpaMMbl MOTYT
NPOHUKATh B CHUCTEMY, C ILEIbI0 JAIBHEHIIEro pacnpoCTpaHEHUs U B3JIOMATh
MAaIllMHBl TIOJIh30BaTeNsl. YTpo3bl Oe3omacHocTH [10 wMHpOpMAIMOHHBIX CHCTEM

BO3HHUKAIOT KaK B IMPOHCCCEC HMX IKCILTyaTalWH, TaK W IIpU CO3JaHHU 3TUX CUCTCM



[2.4]. Cample pacnpoCTpaHEHHBIE BHIBI: TPOSHIBI, I[POrPAMMBI-BBIMOTATENH,
pyTkuThl, mmnuoHckoe IIO, cereBble uYepBH U OecdailjIoBble BpPEJOHOCHBIE
nporpamMmbl. OCHOBHBIMH >KEPTBAMH JIaHHOW yrpo3bl HA NMPEANPHUITHH BBICTYIAOT:
COTPYJHHKM KOMMAaHUH, CAUT KOMIIAaHUU U €€ KOPIOpaTuBHAs ceTh. UTOOBI OOPOTHCS
C JAaHHON yrpo30i, B OpraHU3aldd HMCHOJB3YIOT JUUEH3HMOHHYI0 AHTHUBUPYCHYIO
nporpammy Eset NOD32, monutopusr u punbrparus Tpaduka KOpIopaTUBHON CETH
npu oMoy Firewall, perynspHo MeHseT maposiu nojib30BaTesield CUCTEMBbI, a TaKKe
pa3rpaHUyYMBAET POJIA JOCTYIA B KOMITAHHH.

YT1euka nannbiX. [lennas undopmaims U ydeTHbIE JaHHBIX TOJIb30BaTesei
SBJISIIOTCS OJJHUMH W3 CaMbIX MOMYJIAPHBIX BUJIOB MH(POPMALMH JUISI KPaKd. IDTO
IpO3UT TMOTeped  KOHTPOJS HaJd YYETHOHM 3amuchbio, (UHAHCOBBIMU H
penyTallMOHHBIMU PHUCKaMU W TOTeped KOMMEpPYECKOM TalHbl OpraHu3aluu.

P aCHpOCTpaHéHHBIMI/I HHCTPYMCHTAMHU [JIA KpaXu BBIACIAIOT: TPOSHIbI-CTHIICPHI,

TPOSIHIIBI-IPOIITIEPBI,  TPOSHIIBI- OHBI, 3arpy34dMKH H  O3KIOPBHIL. qTi)6I>I
KypcoBas paboTarFomKilb@mh.

KOHTPOJJMPYIOT IMOAKIHOIACMBIC YCTPOﬁCTB MalllMHaM OpFaHI/ISa‘I/II/I.

KPCOBIAKPALOT AL

BBISBIBEIIOI].I@fI «OTKa3 B oOCakMBaHUM». Taxke BO3pacCTacT HEC TOJIbKO KOJIHNYCCTBO

JSIPHBIX YTPO3,

JAHHBIX MHIMJACHTOB, HO YBEJIMYMBACTCS WU WX JUIMTENBHOCTh. JlaHHas yrposa
NPUBOJNUT K JJIUTCILHOMY OTCYTCTBHIO CETH BHYTPH OpraHH3allid, B CJICIACTBHH,
MOSIBJISIIOTCS TIPOCTOU B padote. M3BecTHRIMU BUIAaMU SIBIISIOTCS (DITy TIPU TIOMOTITH
ICMP, TCP-SYN, UDP, HTTP, a Taxxe Slowloris u «muar cMmeptu». UToObl, C B
Cllydyae BO3HHUKHOBEHHUSI YIPO3bl, HE BO3HUKAIM MPOCTOH, MIPEANPUITUN TPOIOTKACT
UCIIOJIb30BaTh TeJaehOHHBIC 3BOHKH I TPUHATHS 3aKa3a, TaKKe WCIOJb3yeT
JIOKaJNbHBINA CepBep, MOJIb3YETCs yCIyraMu HaJEKHBIX MTPOBANAEPOB U U3YyYAET OIIBIT,
CBSI3aHHBIC C OTPAKEHUEM MOJJOOHBIX aTaK.

ATaku Ha BeO-pWiIo:KeHUsi. BebO-npuiokeHus SBISIIOTCS MNPUOPUTETHON
HEJIbI0 JJI1 OpPraHu3aTopoB W uUcHojHuTened arak. [lox yrpos3oit Haxomarcs
oOnayHbIC CEPBUCHI, OHJIANH-CITY>KOBI M MHTEpHET-Mara3uHel. PactpocTpanEHHBIME

WHCTPYMEHTAMH, KOTOpBIE IO3BOJISIOT MPOBOJIUTH aTaku sBisitorcss DNS-duyg,



MEKCaUTOBBIM CKpUNTUHT, SQL-MHBEKIIMU U YSI3BUMOCTH HyJieBOoro nHs. B xoxe
aTakd MOXET ObIThb YTEpSH JOCTYyH K 0a3e JaHHBIX, B CIEJACTBUU YEro, BO3HUKAET
yTeuKa JaHHBIX U HEAOCTYMHOCTb CepBUCOB. s GOprOBI ¢ JaHHOW yrpo3od B
opranuzanuu OO0 «THUJIAPT» ucnosib3ylOT CEpBUCHI OUYUCTKH OT BPEAOHOCHOTO
Tpauka, MEKCETEBbIE IKPAHbl U CEPBUCAMU 3aILUTHI OT cliennanucToB B chepe Ub.

Taxke, B HacTosiee BpeMs MHOTO HHOCTPAHHBIX NPOAYKTOB YXOHIAT C
POCCHICKOTO PBIHKA, YTO CTABUT MOJ yIpo3y MH(DOPMAIIMOHHYIO O€3011aCHOCTb, BE/b
HOBBIE 0OHOBJIEHUS HE OyayT npuxoauTh. Kirouesas kommnanus Microsoft yxe yiuia
C POCCHIICKOTO PBIHKA, HO €€ MPOrpaMMHBIE CPEICTBa €Ile MPOJOJIKAIOT padoTaTh.
[TosTOMy BO3HHMKAaeT yrpo3a HCUYE3HOBEHHs TAaKUX BAXKHBIX IPOAYKTOB, Kak MS
Office.

CymecTByer eme O4eHb MHOTIO yIpO3, HO OHM YK€ BIIHSIOT B MEHBIIEH

creneHu Ha padorocnocodoHocTh npeanpusatus OO0 «TUJIAPT». MoxHo caenatb

BBIBOJI, YTO OpraHu3anvs HMEEeT XOPOIUMH  ypOBEHb HH@)opMauHoToﬁ
00 !

KypeeBada paboTa nog Knroy
Ky peoseas OFa O

eszonacHoctu OO0 «THJIAPT».

Jlis oOecrieyeHus: BBICOKOTO YpPOBHS 3alllMThl TE€pCOHala, HH(OopManuwu,
MaTepuaJbHbIX U HEMATEPUAIbHBIX AKTUBOB HA MPEINPUATHH, CIECIYET BBICTPOUTH
IPaBUIbHYIO MHXEHEPHO-TEXHUUYECKYIO 0€30MaCHOCTb.

WnxeHepHo-TeXxHUYeCKass 0e30MacHOCTh OXBAaThIBae€T 00JAcTH oOOecredeHus
COXpPaHHOCTH MAaTEpPUAIbHBIX U HEMATEPUAIbHBIX AKTHUBOB MPEIIPUITHS C
OPUMEHEHUEM HWHXKEHEPHO-TEXHHUYECKUX CPEACTB OT CTUXUUHBIX O€ICTBUA,
IPOHUKHOBEHUS! TPEThUX JIMII U OIIMOOYHBIX NEHCTBUIN MEpCOHANAa WU KIUEHTOB
bupMmBbI.

JUiss  1OCTHMXKEHUsT BBICOKOIO YPOBHS 3allUThl HMHKEHEPHO-TEXHUYECKON
oesomacHoctu Ha npeanpustTan OO0 «TUJIAPT» wuCHoOns3yl0OT MHOKECTBOM

Pa3INIHBIX METOOOB oOecreueHus 3aIIUTHI. O(l)I/IC KOMIIaHHUH HaXOAUTCA B 3JaHHU,



OCHAIIIEHHOM KOHTPOJIBHO-IIPOITYCKHBIM ITYHKTOM. Bxoa B oduc ocyuecTBisiercs ¢
MIOMOIIBIO AJIEKTPOHHBIX UMEHHBIX KapTouek. PacmonokeH opuc Ha BTOPOM dTaxke,
KOTOpBIA 000pYZOBaH KamMepaMu MpPEeAnpHUsITHs, KOTOpPO€ CAAaeT IOMEIIECHUs B
apeHy. OOpaTuThCs K BUJEOMaTepHallaM MOYHO IO 3allpoCy B JAHHYIO KOMIIAHHUIO.
B camoM oduce Ttakxke OpPraHM30BaHO BHJICOHAONIOJCHHE B MeCTax padoyvero
npolecca, a TakkKe UMEIOTCS TaOJIMYKY, TPEYTPEXIAI0IIUE O BUECOCHEMKE.

Taxxe, Ha PEANPUATUU MPHUCYTCTBYET MPOTHUBOMOXKAPHASI CUCTEMa, KOTOpast
OCHallleHa CHUTHAIM3aIMed U, B CilIy4dae OMAacCHOCTH, ABTOMATUYECKU BBHI3BIBACT
cracareiabHble CchnyKObl. WHCTpyKTaxx Ui BCeX COTPYAHHUKOB IPOBOJUTCS B
COOTBETCTBUH C MIaHOM. OTBETCTBEHHBIM 32 0€30MACHOCThH OT/ENa BBICTYIIAET €ro
PYKOBOJMTENb, KOTOPBIX KOHTPOJHPYET COCTOSIHUSI CPEICTB IMOXKAPOTYIICHUS H
OTIOBELICHMS.

B pesynbrare aHanmu3za WHXKEHEPHO-TEXHUUYECKOW O€30MacHOCTH, MOKHO

OPUNTH K BBIBOAY, UTO JaHHas OezpmacHocTh Ha npeanpustun OO0 «TI/IJIA"T»
u

KypecosastpabeTa noa Ko
Ky PECOBEAPBOOT @D 000

«TUJIAPT».

OnHOil M3 COCTaBISIONIEN KOMIUIEKCHOM ©0€30MacHOCTH  OpraHu3aluu
BhICTymaeT ¢usnueckas Oe3zomacHocTh. K ee 3amayaM  OTHOCHTCS  3alluTa
OpEeANpUsITAS OT OCHOBHBIX BHJIOB yrpo3 AaHHOW Oe3omacHOCTH. K HUM OTHOCST
Ype3BbIYAHBIC CUTYyaIluU, TPOMBIIIICHHBIN MIMTUOHAXK, YTPO3bl GU3HYECKOMY JIHUILY,
XMUIIEHUE U Mopya uMmyniecTBa. Takxke, cuctemMa (GU3HMUECKON 3alIUThl OpraHU3aAINH
HE JIOJDKHA MPENSTCTBOBATh HOPMATIBHOMY (DYHKIIMOHUPOBAHUIO MPEANPUITUS U €€
OM3HEeC-TIpoIIeccaM.

MoxHO BBIACIUTE 00BEKTHI u3HudecKor Oe3omacHoCcTH Ha nipeanpustun OO0
«TUJIAPT». Takumu BBICTYHalOT: COOCTBEHHUKM M PYKOBOJUTENHW; MEpPCOHAT
PEeAnpusATrs; Oprc KOMIAHUU; €€ MPOAYKTHI U PUHAHCHI; TOKYMEHTHI, COJIep Kallnie

KOMMeEpYecKyto TaiiHy. [[ns mpaBuibHOro obecrnedeHus (pu3nueckoil 6e30nacHOCTH



o0bekToB  mpeanpusatus B kommanuu OO0  «TUJIAPT», uCHoas3yroT
HOPMAaTHBHO-ITPAaBOBBIC HOPMBI H TPEOOBAHMS 3aKOHOAATEIIbCTBA.

Tak, st 3amUTBI WMYIIECTBA, HA MPEANPUITHH WCTIOIB3YIOT: CeHdBbI;
3aMUparolIne yCTPOMCTBA; pa3rpaHUuYCHUs KOHTPOJs JOCTyNa; OXPaHHYIO
CUTHAJIM3AITNIO; TOXAPHYI0 CHTHAJIU3AIWI0 M JPYTHEe WHCTPYMEHTHI 0OECTICUCHUS
oe3omacHocTu. B celihax xpaHsATCS BaKHBIC IOKYMEHTHI, CBSI3aHHBIC C JACSTEIHHOCTD
OpraHW3alliM. 3aluparolie yCTPOWCTBA TO3BOJIAIOT OCTAaBIATH oduc 0Oe3
IPUCMOTpPA, YTO CHIDKAGT YPOBEHb HECAHKIIMOHUPOBAHHOTO JOCTyINla Ha
npeanpusitie. YToObl KOHTPOJIUPOBATH COTPYJHUKOB U HUX JCUCTBUS, B (PUPMY
BCTPOCHA CHUCTEMa pasrpaHudeHUs mocTtyma. OXpaHHas CUTHAIW3AIMUS TaKkKe
MO3BOJISIET 00ECTeUrMBAaTh BBICOKYIO 3alllUTy MAaTEepUATIbHBIX M HEMaTePHUAIbHBIX
akTuBOB (Gupmbl. [loxkapHass cCUTHAIM3AIMS MO3BOJSET YBEAOMHUTH COTPYIHUKOB O
yrpo3e H AaBTOMAaTHYECKH BBI3BATh HYXHBIE CIyx)Obl momomu. K apyrum
UHCTPYMEHTaM (u3NuecKord Oe3QIacHOCTH MOXXHO OTHECTH OecrnepeOoiiHbie

KypcoBaspaboTa-Ro@E KoMl
MUTAHUS 3alUIIAI0T padoyue yCTpPOUCTBA nepeboeB, 4TO B LIEACTBUM MOXKET
- KYPCOBARPABOTAL P

B wurore, moxHo caenats BbiBOA, 4To opranuszauun OO0 «THUIJIAPT» umeer
BBICOKMH ypOBEHb (u3MuecKkoii Oe30MacHOCTH, TO3BOJSOMUN (upme u ee
COTPpYJHMKaM OCTaBaTbCi B OCE30IAaCHOCTH, HO JaXe C TaKOW 3aIluTOM,

IPUCYTCTBYIOT PUCKH XULIEHUSA U IIOPYU UMYIIECTBA.

2.6 Anajau3 mapaMetrpoB kKaapoBou O0esonacHoctu OO0

«TUJTAPT».

KanpoBass 0Oe3omacHOCTh  SBISCTCS OJHOM W3  BaKHEHIIMX  YacTei
KOMILUIEKCHOM O€30MacHOCTH OpraHu3aluu. YTpo3a KaJapoBoll 0€30MmacHOCTH -
COBOKYITHOCTb YCJIOBUM U (PAKTOPOB, CO3JAIONIMX OMACHOCTh >KMU3HEHHO BaKHBIM
MHTEpPECaM YYACTHUKOB COLMAIBHO-TPYAOBBIX OTHOLICHUM, KOTOPHIE MPEMSATCTBYIOT

3¢ (pEeKTUBHOMY ¥ TAPMOHUYHOMY Pa3BUTHUIO YEIOBEUECKUX PECYpcoB [2.4].



UtoObl TpennpusiTie He MOCTPaaio OT JEHCTBUM HAEMHOTO COTPYIHUKA,
CIeAyeT BOBpEMsl OTCJICKHMBATh Yyrpo3bl U MpeaoTBpamarh ux. COTPYJHUK MOXKET
MIPEIOCTABIIATh CICAYIOMNNA BT yTPO3: pasriialieHne KOMMepUYecKol nHbOpMaIli,
nopya pernyTaluyl KOMMaHUH, 3a0aCTOBKH, XHUIICHHE HWMYIIECTBA, HEIOMOIyUYECHUE
NpUOBLUINA U MOTEPSI PECYPCOB KOMIaHUU. UTOOBI U30ekKaTh TaHHBIX PUCKOB, CIIETYyET
MPABUIIHLHO BBICTPAMBATh KaIPOBYIO O€30MaCHOCTh HA MPEANPUSITHH.

Jlns obecnieuenust kaapoBor Oe3omacHoctu opranuzanuu OO0 «TUIJIAPT»
UCTIOJIB3YIOT KOMIUIEKC Mep oOecredeHusi Oe30MacHOCTH Ha JTane MpueMa
coTpyaHHKa Ha paboTy. Ilpu orGope COTPYIHHUKOB MPOBOJIUTCS AHKETUPOBAHHE,
UHTEPBBIO, TECTUPOBAaHUE M JIMYHOE coOeceqoBaHue. JlaHHbI HaOOp METOAOB
MO3BOJISIET OoJiee MOAPOOHO y3HATh O COTpyAHHKEe. Eciam kaHmumaT moaxomuT, TO
IPOBOJSATCA MPOBEPKM HA HaJUYMe CBA3CH C KOHKYypeHTamH, Oojee MOoApoOHO

M3y4daroTCs CBCACHUA WM PCKOMCHIAIMU C IPCAbIAYIIUX MCCT pa6OTBI, COCTOAHHUC

3710pOBbs, CEMEHHOE I0J0KEHUE (dbuHaHCOBOE TMOJOXKeHUe. Takxke KaHI[]lI[aT

KypeoBam: paBoTa -t it
JOKYMEHTOB M CPOK UX JACUCTBUs. ECIM Kagdyaar NMpouIeT BCE 3FU MPOBEPKH, TO C
o KYPCOBAAPAROT uefd G, roros
yCTpauBarOT 00€ CTOPOHHBI.

[lTocne mnpuHATHS COTPYAHWKAa Ha JIOJDKHOCTh, KOMITAHHS TPOJOJDKAET
KOHTPOJIUPOBATh €ro JedcTBUs. KOHTpPONIb OCYIIECTBISECTCS MPH TOMOINU psijia
meToqoB. llepBolii siBnsieTcss BuaeoHaOmoaeHrne. OHO TO3BOJISIET OTCICAUTH YEM
3aHUMAETCsl KOHKPETHBIA COTPYJAHMK HAa CBOEM pabodeM Mecre wiu ckiazne. Jlis
POBEPKH pabOThl MEHEIKEPOB HCIOIB3YETCS 3alrCh TEeNe(POHHBIX PAa3TOBOPOB C
kiueHTaMu.  YToObl  00CynuTh TPOOIEMBI W pasrpy3uTh CHIIBHO 3aHATHIX
COTPYJHHMKOB, Pa3 B HEJEIIO MPOBOAUTCS TutaHepka. OHa MO3BOJISIET HE NIEPErpyKaTh
NIEPCOHAJ U pacIpeesiTh HArPy3KH MEKy BCEMU COTPYIHUKAMH.

Ho nepconan He cMOeT NOCTOSTHHO HaXxOAUThCS MOJI CTPOruM Haa3opoM. Jliis
oOecrieueHusi ONarompusiTHOM cpeabl Ui  M[epcoHalla, (QUPMa HUCHOJIb3YET
MaTepualbHyI0 U HEMAaTepUAIbHYI0O MOTHBAIMIO, a TAK)Ke MPOBEACHNUE BHEPAOOUNX

BCTPCY, KOTOPHLIC IIO3BOJIAKOT OTAOXHYTbH. I[aHHI)IG MCTOAbI IIOMOIarOT CO34aBaTb



NO3UTHBHBIE OTHOWIEHUS BHYTpH nipeanpustuss OO0 « TUIIAPT».
Taxxe, paccMOTpUM AMHAMUKY YHCICHHOCTH IE€pCOHAj]a Ha MPEANPUITHH

000 «TUJIAPT» 3a Tpu nocineauux roja. JlanHble npeacTaBlIeHbl B Tadauie 2.3.

Tabnuya 2.3 — Ilokazamenu uucieHnocmu

ITokazarenn 2019 2020 2021 H3menenne nokasareiei, %
2020 x 2019 2021 x 2020
Cpennecniuco4noe 9 9 8 0 -11,1
YHCIIO COTPYIHUKOB

B xone amammsza mapameTpoB KaapoBod OesomacHoctu mpeanpustus OO0
«THUJIAPT» MOXHO caenath BBIBOJ, YTO KOJMYECTBO COTPYIHUKOB YMEHBIIWIIOCH,
HO BBIpYYKa M TPUOBUIb BBIPOCIH. 3aMETUM, UYTO COKpallleHHUE KOJMYECTBa
nepcoHana nomnajaaer Ha nepuon pacnpocrpanenuss COVID-19, 3Hauutr oHO MOXeET

UMETh BpeMEeHHBIN 2D PeKT.

2.7 KomiuiekCHasi MATPUIIA BBISBJICHHBIX PHCKOB, OIIACHOCTEN

03 000 «THJAAPT».
KypcoBas pabota noa knioy!

B pesynbrare aHa U3a BCEX COCTaBILIIOIIMX KO KCHON 0e30IacHoCTH,
QY BOOBARDAOOT S mom
- ]
0e3omacHOCTH. MOXHO 3aMETHUTh, YTO y 0€3011aCHOCTEN NMPUCYTCTBYIOT OJMHAKOBBIC
PUCKU. DTO O3HAYAET, YTO PUCKHU BO3JEHUCTBYIOT HE TOJIBKO HA OJHY O€30IaCHOCTD.
Tak oHM NOJpa3AENAOTCA Ha BHYTPEHHUE U BHELIHUE.
Casi3u BbIsiBIIEHHBIX puckoB O6e3zonacHocteit OO0 «TUJIAPT» npencraBiieHbl

Ha pucyHke 2.1.
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VYrpo3sl  paznene pu creneHd ymepba s OpraHu3aluu,

vk D COBARDAOOT@:

CTETNCHb BO3JICUCTBUA Ha O€30MAaCHOCTb MPEINPHUITHS.

afiqr JMaKkcCHMaIbHYIO
pEIHUNA KpPYr O3HA4aeT
CPEIHIOI0 CTENeHb BO3ACHMCTBHSA, a CaMbli MAaJCHbKUII — Cialyl CTeneHb
BO3JICUCTBUA HA NPEAIPUATHE.

[IBeTa, pacnoJIOKEHHbIE BHYTPH KpPYIOB C yIpO3aMH, O3HAYaKOT K KaKOH
0€30MacHOCTH OTHOCUTCS JaHHas yrposa. PacrpeneneHue 1BETOB NMpeACTaBICHO HA
pucyHnke. Kaxxgast 0e30acHOCTh UMEET CBOM I[BET, KOTOPBIM IIOMEUEHBI YTPO3bI.

Jliss Toro 4TOOBI HEHTpPATM30BaTh JAaHHBIC YTPO3bl U PUCKU MBI IMpeajaraeM

pa3pa60TaTI> MCPBI HpOTHBOI[GfICTBPIH pUCKaM, OITaCHOCTM U YI'PO3aM.



3. PABPABOTKACHUCTEM MEP
MPOJUBOJEUCTBUA PUCKAM, OITACHOCTAM
N YI'PO3AM.

ITocne mpoBeaeHUs aHAIN3a CYIIECTBYIOIINX PUCKOB, OMMACHOCTEN U Yyrpo3 Ha
npeanpusitun OO0 «TUIJIAPT», MOXHO caenath BbBIBOA O TOM, YTO KOMITAHUSA
UMEET JIOBOJIbHO XOPOIIYI0 KOMIUIEKCHYIO Oe3omacHocTh. Ha HeMm peann3oBaHBbI
MeEpBbI MPOTHUBOICHCTBUS OCHOBHBIM AKOHOMHUYECKHUM, (hMHAHCOBBIM,
WH(OPMAITMOHHBIM, HHKEHEPHO-TEXHUYECKUM, (U3HMUECKIUM U KaJIPOBBIM yTPO3aM.

Ho co3parb 6e30macHOCTh, KOTOpasi MOXKET MPOTUBOJICHCTBOBATh BCEM BHUIAM
yIpo3, HEBO3MOXKHO, TaK KaK HAa NPEANPUATHE, KPOME BHYTPEHHUX yIPO3, JEUCTBYIOT
Y BHEIIIHUE, ITIOBEJACHNE KOTOPBIX HEBO3MOKHO OIPENENUTh 3apanee. M3 nociennux,

K HUM MOXHO OTHecTH pacmpoctpaneHue COVID-19 u cnenmanbHy:0 BOEHHYIO
K OIIEepaLNIO. '
VPGABAaS.pARATA.AQA KWL,
npu0 WO 0 :ﬁn 51 ayJii, HOBBIE KaHaJbI
C6LITWQQQE>§£§§ pﬁiﬁo‘:}ﬁ BIICHUS 3aTPar
COOTBETCTBEHHO. JIaHHBIH METOJ  INPOTHBOJEHUCTBUS MOXKHO OTHECTH K
SKOHOMHUYECKOI 1 (PUHAHCOBOM 0€30MaCHOCTSIM.

Taxke, Hapactaromei yrpo3oi st opranuzanuu OO0 «TUJIAPT» sBnsercs
yTeuka KajpoB. JlJis ee yMEHBbIIEHHUS HY>KHO pPa3BUBATh KOHKYPEHTHOCIOCOOHBIM
KOMIICHCAIIMOHHBIN TMaKeT, KOTOPbIM BKIIOYAeT MPEMUU M OOHYCHI 3a JOCTHUKECHHE
pe3ynbraToB. IlposBiasTe 3a00oTy o mnepconane. Ilo3BonuTe eMy co3naBaTh
NEPCOHANbHBIN THOKUNA Tpaduk. A Takxke, HYXHO oOecrneuyuBaTh KOM(OPTHBIE
YCIIOBUS TPy, TaK Kak OOJIbUIYIO YaCTh KU3HU COTPYIHUK NMPOBOJUT HA paboTe.

Emie onHol BHelIHEW OMAaCHOCTBIO MJisi OpPraHMU3alluu SBIISIETCS BaJIOTHBIN
puck. UTOOBI CHU3HUTH €ro, HYXKHO XEIKHPOBATH NaHHBIE PHCKH MPU MOMOIIH

BaJIIOTHBIX OIIINMOHOB. BanrotHbIi OIINUOH — 39TO KOHTPAKT, C IIOMOIIBIO KOTOPOI'O

Bbl (PUKCHpPYETE KypC BaJIOThl Ha KaKOW-TO KOHKpeTHBIM mepuop [3.1]. IlpocTeiMu



CJIOBaMH, HAaJ0 COCTABUTH JOIOBOPEHHOCTb MEXIY PBIHOYHBIMU YYaCTHHKAMHU O
HEU3MEHHOW CTOMMOCTHU BaJIIOThl B TCUEHUE KOHKPETHOTO CpoKa. sl X KUpOBaHUA
BAJIFOTHBIX PUCKOB B KOMIIAHWH, CTOUT UCIIOJIb30BATh KIIACCUYECKU METOJ.

B coBpemeHHOM MHpe YK€ CYIIECTBYIOT MPOrpaMMHBIEC pelIeHUs! Jj1si 00pbObI
C pa3HbIMU BHUJIaMH PUCKOB. [loaTOMy 0TOOpasum CHUCOK Mep MPOTUBOACHCTBHS
pUCKaM, OMACHOCTSAM U Yrpo3aMm, IpPH TOMOIIM MPOTPAMMHOTO OOeCIeYeHus,
paspaborannbiii 115 npeanpustus OO0 « TUJTAPT», B npunoxenuu I

B pesynbpTaTe BBIMOTHEHWS MaHHOTO pasfena MOXHO CKa3aTh, 4TO OBLI
c(hOpMHUPOBaH CIIUCOK METOJIOB, CPEJCTB U UX BHEAPEHUE, ISl CHIXKEHUSI PUCKOB U

noBsileHus 6ezonacuoct npeanpustus OO0 « TUJIAPT) B nenom.

KypcoBas paboTa noa kntou!
KypcoBaspaboTa.pd



3AKJIFOYEHUE

B xoje BbINoNHEHUsT KypcoBOil pabOThl OBbLIN BBIIIOJIHEHBI BCE MTOCTABIICHHBIE
3aJlayd M JOCTHTHyTa €€ ueib. bblma paccMoTpeHa mnpeameTHass o01acTb
KOMIUIEKCHON 0€30MacHOCTH MpeanpusiTus. B cienctBuu dyero ObLIO BBISBICHO, YTO
naHHasi 0€30MaCHOCTh COCTOUT U3 MHOXECTBA JIPYTUX, & UMEHHO: SKOHOMHUYECKO,
(¢uHaHCOBOHN, WH(MOPMAIMOHHOW, HMHKEHEPHO-TEXHUYECKOH, (usmyeckol u
KaJapoBoil Oe3omacHoCTsIX. PaccMoTpenu XapakTepUCTUKY OOBEKTa HCCIEIOBaHUS
OO0 «TUJTAPT» u mnpoBeAeH aHalW3 OCHOBHBIX IIOKA3aTelie, KOTOpbIE
OTOOpaXKAOT CTAOUIBLHOCTh (YHKIIMOHWUPOBAHUS opraHuzamuu. st onpeneneHus
OCHOBHBIX yrpo3 Obul mpoBegeH SWOT-aHanu3 M NMOCTpOeHa MaTpHlla PHUCKOB,
KOTOpBIE OIMHUCHIBAIOT BHYTPEHHIOIO U BHELIHIOWO cpelly npeanpusatus. B pesynbrare
JAHHOT'O aHajiM3a MOKHO CKa3aTh, YTO MNPEANPUITHE HUMEET MHOXKECTBO CHIIbHBIX
CTOPOH M TPOJOJDKAET YCHEIHO (YHKIIMOHMPOBATH Ha (POHE MOTUTHYECKUX H

KypcoBaa-paboTa-mom ko

aBoBass 0aza (PYHKIMOHUPOBAHMS KOMIUIEKCHON O€30MACHOCTH TPEIIPHUSITHS.
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npeanpufitusi, B ToM uncie u Ha npeanpustun OO0 «TUITAPT».

Jlanee ObLT TPOBENECH aHAIM3 IMAapaMETPOB, COCTABISIIONIMX KOMIUIEKCHOMN
0€30MacHOCTH OpraHu3alMH. bBbUIO BBISBIEHO, YTO MNPEANPUITHE MPOJOKAET
pa3BUBATHCA, UCIOJIB3Ysl HOBbIE KaHaibl cObITa. [Ipocagka mo Bcem MOKazaTeNsiM
npunuiack Ha 2020 ron, cBs3aHHas ¢ pacnpoctpaHenuem COVID-19. A B o6miewm,
BBIpyYKa pacTeT, YBEIMYMBACTCS BajloBasg NpPUObUIb, a TaKXe, pPAacTeT YHUCTasd
npuObUTh M peHTa0eabHOCTh Mpofax. C (HMHAHCOBOW TOUKHM 3pPEHUS MPEANPUATHE
YCHEIHO (PYHKIMOHUPYET U UMEET BBICOKUNA YpOBEHb (PMHAHCOBOM yCTOWYMBOCTH.
Ho wmmeer mpocagky B 2020 Tomy, kotopas Oblia CBs3aHa C PacIpOCTPAHCHHUEM
COVID-19 wu ero  orpanmveHusiMu.  CremoBaTenbHO,  KOI(POUIIMEHTHI
peHTa0enbHOCTU OBUIM  yMEHbIIeHbl B  AaHHBIM Toa. C  TOYKKM 3peHUs
UHPOPMAITMOHHON O€30MacCHOCTH, MOXXHO CKa3aTbh, YTO CYIIECTBYET MHOXECTBO

yIpo3, HO OBLIM PACCMOTPEHBI TOJILKO OCHOBHBIE W3 HHUX, KOTOpPBIE MOTYT



HEMOCPEACTBEHHO BO3HUKHYTh Ha mnpennpusatun OO0 «TUJIAPT». B pesynbrarte
MOHO CKa3aTh, YTO OpraHu3alys HMEET XOpOIIUH ypOBEHb HHQPOPMAIIMOHHOM
0e30macHOCTH, HO TaKXKe CYIIECTBYIOT. PaccMarpmBas HMHKEHEPHO-TEXHUYECKYIO
0€30MacHOCTh, OTMETUM €€ BBICOKMU YPOBEHb 3alIMIIEHHOCTH B OpraHU3AIIMH.
Takxe, B xole aHanu3a (PU3MUECKON O€30MaCHOCTH NTPEANPUSITUS BBIICIUM €€
BBICOKHH yPOBEHb 3aIUTHI, TO3BOJISIONIUNA (PUpMe U €€ COTPYTHUKAM OCTaBaThCs B
oe3omacHOCTU. OTHOCUTENIBHO KaJIpOBOM O€30MaCHOCTHM MOHO CKa3aTh, YTO OHA
UMEET JOBOJILHO XOPOIUi ypoBeHb 3amnuiieHHocTd B pupme OO0 «TUJTAPT». Us-
3a TOT0, YTO JIaHHBIE O€30MACHOCTH CBSI3aHBI MEXKIY CO0O0M, MOXXHO OTMETUTh, UTO
PHUCKH, BOBHUKAIOIIUE B OJHOM M3 HUX, BIUSIOT U Ha Jpyrue, HO B pPa3HOUM CTENEeHU
BO3JICUICTBUS.

B pesynbTaTte pazpaboTku cUCTEM Mep MPOTUBOACHCTBUS PUCKaM, OTACHOCTSIM
U yrpo3aM ObLJI COCTaBJIEH CIIMCOK METOOB, CPEICTB U UX BHEJIPEHUE, JJIsl CHUKECHHUS

PHUCKOB U NIOBBILLICHUS 6630H30H0%HpeHHpH${TI/IH 00O «TUJIAPT» B uenom.

KypcoBaga paboTa nof Kntoy!
KypcoBaspaboTa.pd
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[Tpunoxenue b — OcHOBHON OM3HEC-TIPOIIECC «OMTOBAsE TOPTrOBis OBITOBHIMU
TOBapammuy;

[Tpunoxxenne B.1 — ComyTcTByromuii Ou3HeC-poLecC «PO3HUYHAS TOPTOBIIS
npu noMoiu cetu UHTepHeT;

[Tpunoxenue B.2 — ComyTrcTByromuii OM3HEC-TIPOIIECC «CKIAAUPOBAHUE U
XPaHEHHE NTPOLYKIIMI;

[Tpunoxenue I' — Crnucok Mep MPOTUBOJEHCTBHUS PUCKAaM, OMACHOCTSAM U

yrpo3am npu nomoinu I10.
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IIpuioxenue A

OprannzanmonHas ctpykrypa OOO « TUJIAPT»
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Pucynok A.1 — Opranusanuonnas crpykrypa OOO «THJIAPT»

KypcoBaga paboTta nog Krntou!
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IMpunoxenue b

OcCHOBHOI OM3HEC-TIPOIIECC «ONTOBAs TOPTrOBIs OBITOBBIMU TOBAPAMU»

Pucynok Bb.1 — buznec-npouecc «OnroBasi TOProsJisi 0bITOBLIMU TOBapamMmw» (Yacts 1)
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Pucynok Bb.1 — bu3znec-npouecc «OnroBasi TOProwJisi 0bITOBLIMU ToBapamMm» (Yacts 2)



Pucynok b.1 — bBusnec-npouecc «Onrosasi TOProe.ist 0bITOBbIMH TOBapamm» (Yactp 3)

KypcoBaga paboTta nof Krou!
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Hpuioxenue B.1

ConyTcTBytonuii Ousnec-npouecc «Po3HuYHas TOProBIIs MPU TOMOIIU CETH

HNutepuer»

Pucynok B.1 — busnec-npouecc «Po3Hu4Hasi TOprosJisi npu nomomu cetu Marepuer»

(Yacts 1)
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Pucynok B.1 — busnec-npouecc «Po3Hu4Hasi TOprosJisi npu nomomu cetu Marepuer

(Yacts 2)
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Pucynoxk B.1 — buznec-npouecc «Po3nuunasi ToprosJisi npu nomoiuu cetu Unrepuer»
(Yacrs 3)



Hpuioxenue B.2

ConyTctBytonuii 6usHec-nponecc «CKiagupoBaHUe U XpaHEHUE TMPOLYKIIUNY.

CotpygHmE ciraga

Pucynok B.2 — buznec-npouecce «CriiagupoBanue 1 XxpaHeHue npoaykuum» (Yacrs 1)



Pucynok B.2 — busnec-nponecc «CkiiaaupoBanue U XxpaHeHue npoaykuum» (Yacrp 2)



Hpuanoxenue I'

Cnucok Mep MpOTUBOJICHCTBUSI pUCKaM, OMTACHOCTSM U yrpo3am npu nomoiiu [10.

Tabnuya I'.1 — Memoowvl npomugooeticmaus. puckam, ONACHOCHAM U YePO3aM

KYPCOE

yCTpoMCTB, ¢ u3 IP-agpecamu, Ha3BaHUSAMU U
UX BJIQJICIIBLIAMH.

3ad paboTa e

Puck MeTtoa npOTUBOICHCTBHS 11O a1 OpoTHUBOICICTBHUS
Xumenue U | BeimaBate  cnemoxexay — pasHoro  mBera | Cucrema  MOHTPAHC -
nopua MEepCOHAIY. [IpoBoauTh €XKEHEICNbHYIO | 3HAUUTEIbHO ITOBBIIIIACT
MMYIIECTBA WHBeHTapu3anus. Beectu mrpadsl 3a xumenue | 3ppexTuBHOCTD BJIQJICHUS
WM TOpUYy MMYIIECTBa NpeAnpustus. BBecTu | aBTonapkom KaK
CHCTEMYy KOHTpPOJISI YPOBHS  TOIUIMBA B | COOCTBEHHOTO, Tak u
ABTOMOOMJIAX KOMIIAHUH. apeHJIOBAaHHOT0. Y CTaHOBKa
CHCTEMBI MOHUTOPUHTA
aBTOTpaAHCIOPTA
o0ecIeYnBacT ITOJTHBIN
KOHTPOJIb 32 aBTOINAPKOM.
VYreuka HyxHo xoHTponmpoBate mnoakmoudaembie K | USBDeview - Pemenwue
JTaHHBIX KOMIIBIOTEPY  ycTpoiicTBa. HauaTe BecTH | MO3BOJsIET  3aIyCKaTh u
CIIMCOK  pa3pelIeHHBIX Uil TOJKJIIOYEHHS | MPUOCTAaHABINBATH

OIOKMPOBaHUE CIOTOB  JUIS
cunteiBanus USB Hocutenei.
C noMmolpl  MPUIOKEHUS

30 q!<eT
dichenfrale | FOrbrk-
OpTOB M BCE YCTPOWCTBA,
KOTOpBIE K HEMY

oucoB. A TakKe CBOEBPEMEHHOE OOHOBIISATH
0€30IacHOCTb ONEePAHOHHON CHCTEMBI.

-
Oanoqae I: JITH  CHIDKCHIA ~ OLIBOOK —~ Hy’KHO — BBCCTH | SCHPIMASIST -  pemenue
HCﬁCTBHﬂ CUCTEMY C KOHTPOJIEM BbIIIOJIHCHHUA ousHec- AJI1 MOHUTOPUHTA KadyeCcTBa
niepcoHasna nporeccoB. Takke MPOBOIUTH €XKEHEICTbHBIC | BBITOJIHCHHUS OuzHec-
TPCHUHI'M 110 IIOBBIIICHUEC KBaHI/I(bI/IKaHI/II/I " | IpOouecCcoB, T'JIaBHBIM
MOYKHO HAQHSATh KOHCYJIbTaHTa, KOTOPBIA Oy/AET | MPEMMYIIECTBOM  KOTOPOTO
ImoMoraTthb nNepCoHaIy B CJIOKHBIX BOIIPOCAX. SABJIICTCA KOMIIJIEKCHAas
OpHCHTAlUsI Ha JOCTHXKCHHUE
M3MEPSIeMbIX ousHec-
PE3yJIbTATOB.
BpenonocHoe | Manomy mnpeanpustuio nydiie ucnoib3oBarh | Kaspersky Endpoint Security
1§(0) COBpEeMEHHbIe aHTUBHpYCHble cucteMbl s | Cloud - pelieHne

pa3zpaboTaHHOE I MAajoro
ousHeca. Bxmrouaer B cebs
3alIUTy OT MH(POBATBITIKOB
u OTKaT IEUCTBUM
BPEIOHOCHBIX IPOrPaMM.
[MonnepxuBaeT Bce  BUIBI
YCTPOMCTB.




IIpoooncenue Tabnuywl 1.1

DDoS - araku

UTto0bl elie CHU3UTh YPOBEHb

yTPO3BI, clenyer
WCTIOB30BATh
JIOTIOJTHUTEIIHLHBIE
MporpaMMHBIE  OOecriedeHus

It 3amuTel oT DDoS — atak.
U cocraBute mman c¢ IP-
YCTPOMCTBAMM JUIsI aHaIM3a
TpaduKa.

DDoS Deflate - ckpunr
UCTIONb3YeT KOMaHy
«netstaty s oOHapyKeHus

DDoS u ¢nyna, nocie dyero
OyoKupyer IP agpeca
BpEIUTENIE C  IMOMOLIBIO
firewall iptables umu apf.

MIPOTPaMMHOTO 00€CTICUCHUS.

YBenuueHue konnuecTBa | Hy:xHO kxoHTposinpoBath neHsl | Competera IIPOU3BOJIUT
KOHKYPEHTOB KOHKYPEHTOB. [loBbIIaTh | MOHUTOPUHI M aHAJIN3 LEH
KaueCTBO NPOAYKIHH, a TAKXKE | KOHKYPEHTOB C  ITOMOIIBIO
YBEJINYUBATh aCCOPTUMEHT | aJITOPUTMOB Ha  OCHOBE
TOBAapOB. MCKYCCTBEHHOI'O MHTEJIJIEKTA.
[Ipekpamenue noanepxku | Cnemyer nepenTn Ha | P7-Oduc MOYHO
13(0) oreuectBeHHOe [1O. A Taxke | UCIIONIB30BAaTh KaK 3aMeHy MS
MTOJIJICP’KUBATh camelie | Office,
IIOCJIEIHUE Bepcuit | Astra Linux OS sBusercs

XOPOIIUM MS

Windows.

aHaJIoroM
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